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KAISER(Kernel Address Isolation to have Side-channels Efficiently Removed):

hiding the kernel from user space
https://lwn.net/Articles/738975/

Kernel page-table isolation (KPTI or PTI, previously called KAISER)

https://en.wikipedia.org/wiki/Kernel_page-table_isolation

Kernel page-table isolation

Kernel space Kernel space
Kernel space
User space User space User space
User mode Kemel mode User mode

Kernel mode



I ———.
AARCH64 KPTI

KPTIZ B

N AZ = AR

F 7 25 16 ) A% 2 (8] /N — B 5)
R DI (BeAR )

IES

F 7 25 B

N AZ 2 B Y

U T 42

TTBRo | CPUZEEL1f §#5 4]

TTBRO




Kernel fluserff] & A &

AGB

2GB

ERFPUE T, CPUR]LLVG A
user+kernel ) N 7% ;

fEuserti\ F,CPUR 151 0-3GB
[ A7

B2 NH 4 A ikkernel B i) Huser,
2SR EMcopy_from/to_user?

NT RE!

B PulCidyigiaét, B RGNS
B iZ% 23R Muser buffert, hig—4
kermel #Y bk




EEEE————,
-4 # F: CVE-2017-5123 7

diff --git a/kernel/exit.c b/kern@@mm‘[tg 4@48@b@@1b@

index 97db%ee0..£f3b8c3a 100644
--- a/kernel/exit.c
+++ b/kernel/exit.c
@@ -1625,15 +1625,18 @@ SYSCALL DEFINES5(waitid, int, which, pid t, upid, struct siginfo user *,
if (!infop)
return err;

- if (put user(err ? 0 : SIGCHLD, &infop->si signo) ||
- put user (0, &infop->si errno) ||

- put user((short)info.cause, &infop->si code) ||
- put user(info.pid, &infop->si pid) ||

- put user(info.uid, &infop->si uid) ||

- put user (info. status, &infop-»si status)

U BEA ?ﬁ%pmit user B iaH bk 37 &3k |

user access begin();

unsafe put user(err ? 0 : SIGCHLD, &infop-»si signo, Efault);
unsafe put user (0, &infop->si errno, Efault):

unsafe put user((short)info.cause, &infop->si code, Efault):
unsafe put user(info.pid, &infop->»si pid, Efault):;

unsafe put user(info.uid, &infop->si uid, Efault):

unsafe put user(info.status, &infop->»si status, Efault);
user access_end();

return err;
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diff --git a/kernel/exit.c b/kernel/exit.c ©©mmn{t8 9@@@579aﬂ

index f2cd53e..cf28528 100644
--- a/kernel/exit.c
+++ b/kernel/exit.c
@@ -1610,6 +1610,9 @@ SYSCALL DEFINES (waitid, int, which, pid t, upid, struct siginfo  user *,
if (!infop)
return err;

+ if ('access ok (VERIFY WRITE, infop, sizeof(*infop)))
+ goto Efault;
_|_

user access begin();
unsafe put user(signo, &infop->si signo, Efault);
unsafe put user(0, &infop->si errno, Efault):;
@@ -1735,6 +1738,9 @@ COMPAT SYSCALL DEFINES (waitid,
if (linfop)
return err;

+ if (laccess_ ok (VERIFY WRITE, infop, sizeof(*infop)))
+ goto Efault;
_I_

user access_begin();
unsafe put user(signo, &infop->si signo, Efault):
unsafe put user (0, &infop->si errno, Efault);



copy_from_user(void *to, const void ___user *from, unsigned long n)
copy_to_user(void __user *to, const void *from, unsigned long n)
put_user(x, ptr)

get_user(x, p)

access_ ok(type, addr, size)

#ifndef INLINE_COPY FROM USER
unsigned long copy from user(void *to, const void  user *from, unsigned long n)

H A unsigned long res = n;
E%%IE = Yfﬂ"]usel'j?[ﬁ . might fault();
(likely(access ok(VERIFY READ, from, n))) {
"__R%EEE*EHEEK'W?TTETTU__HT'

res = Fawl@opy from user(to, from, n);

(unlikely(res))
memset(to + (n - res), 0, res);
res;
}
EXPORT_SYMBOL(_ copy from user);
#endif

#ifndef INLINE_COPY TO USER
unsigned long copy to user(void  user *to, const void *from, unsigned Tlong n)

{
might fault();

(likely(access ok(VERIFY WRITE, to, n))) {
kasan check rea

n = F@il€opy to user(to from n);
}
n;

}
EXPORT _SYMBOL( copy to user);
#endif



PAN(privileged no-access)
KernelXfuserspacefI Vi Ia], PR il 7E4F & AR

F9 X &)y, flcopy from/to_user:

__must check
raw copy from user( *10, __user *from, n)

__ua flags;
__ua_flags = GECESSISAVENaRdIEnaBLE ()
n = arm copy from user(to, from, n);
uaccess restore( ua flags);

} : \\\gﬁfﬁmuwm
SErspace

__must_check
raw_copy to user( __user *to, *from, n)
{
#ifndef CONFIG_UACCESS WITH_MEMCPY
ua flags;
__ua flags = ();

n = arm copy to user(to, from, n);
uaccess restore( ua flags);
n;

#eljf arm copy to user(to, from, n); I\Fﬂiimalnhne’fﬁﬁ%:
#end1 .
} arch/arm/include/asm/uaccess.h



|
fto et h?

- Internal fragmentation: H1E320F7, HE
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Group pages of related mobility
together to reduce external
fragmentation v28

‘rom: Mel Gorman <mel@csn.ul.ie>

No: akpm@linux-foundation.org

subject: [PATCH 0/12] Group pages of related mobility together to reduce
external fragmentation v28

Date: Thu, T Mar 2007 10:02:29 +0000 (GMT)

Zc: Mel Gorman <mel@csn.ul.ie>, linux-kernel@vger.kernel.org, linu
mm@kvack.org

Archive- Article, Thread

ink:

ere is the latest revision of the anti—fragmentation patches. Of

articular note in this wversion is special treatment OE-ETEE:Brder atomic
llocations. Care is taken to group them together and avoid grouping pages

f other tvpes near them. Artifical tests imply that it works. I'm trving to
et the hardware together that would allow setting up of a “real” test. If
nvone alreadv has a setup and test that can trigger the atomic—allocation
roblem, I d appreciate a test of these patches and a report. The second
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1.struct zone {

1.struct free_area {
2. struct list_head free listfMIGRATE_TYPES];

3. unsigned long nr_free;
4.};

free area[1]

free area[2]
free listfMIGRATE UNMOVABLE]

free_area[3] :
free listf MIGRATE MOVABLE]
free listf MIGRATE_ RECLAIMABLE]

free area[4]

free_area[5]
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This array describes the order lists are fallen back to when
the free lists for the desirable migrate type are depleted

fallbacks [MIGRATE TYPES][4] {

[MIGRATE UNMOVABLE] = { MIGRATE RECLAIMABLE, MIGRATE MOVABLE, MIGRATE TYPES },
[MIGRATE RECLAIMABLE] = { MIGRATE UNMOVABLE, MIGRATE_MDUABLE MIGRATE TYPES },
[MIGRATE_MDUABLE] = { MIGRATE_RECLAIMABLE, MIGRATE UNMOVABLE, MIGRATE TYPES },
#ifdef CONFIG_CMA
[MIGRATE CMA] = { MIGRATE TYPES }, /* Never used */
#endif
#ifdef CUNFIG_MEMURY_ISULATIUN
[MIGRATE ISOLATE] = { MIGRATE TYPES }, /* Never used */
#endif

}s



Memory compaction

= il A
v’ echo 1 > /proc/sys/vm/compact_memory
v higher-order4)-fit. <1

il il il
I




Memory compactionff] — 1" fil F

v’ echo 1 > /proc/sys/vm/compact_memory

root@haohua-VirtualBox:/proc/sys/vm# cat /proc/buddyinfo

Node 0, zone DMA 7 45 17 1 2 3 2 0 1 1 0
Node 0, zone Normal 984 935 535 188 115 97 32
0

root@baohua-VirtualBox:/proc/sys/vm# cat /proc/buddyinfo

Node 0, zone DMA 4 17 3 3 1 2 3
Node O, zone Normal 653 685 341 117 50 21 9
Node 0, zone HighMem 23 58 39 33 18 16 10

b 3
Node 0, zone HighMem 161 167 69 43 25 13 11 [::E::::::E:] 0
m

root@baohua-VirtualBox:/proc/sys/vm# echo 1 > compact memory
MoNo
0 0




===
Ik I B 3%

SMAP
https://en.wikipedia.org/wiki/Supervisor Mode Access Prevention

CVE-2017-5123
https://github.com/nongiach/CVE/tree/master/CVE-2017-5123

ﬁ%%if: ARMG64 Linux meltdownfZE % T KPTIK S EE 34
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http://mp.weixin.qq.com/s/iMp281XDYtBWDAKYwvUnUw

KPTI#N T 747

http://mp.weixin.qq.com/s/PX2VpPO7ms3YhwikQ3Ngpg



https://en.wikipedia.org/wiki/Supervisor_Mode_Access_Prevention
https://github.com/nongiach/CVE/tree/master/CVE-2017-5123
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http://edu.csdn.net/course/detail /5627
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http://edu.csdn.net/course/detail /5995
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https://edu.csdn.net/course/detail /6496
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