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pmap, /proc/<pid>/maps, /proc/<pid>/smaps

baohua@baohua-VirtualBox:~$ pmap 3474

3474:

08048000
08049000
08042000
b75e0000
b75e1000
b778b000O
b778d000
b778e000
b77af000
b77b2000
b77b4000
b77b6000
b77d6000
b77d7000
bfcbfoeO

total

./a.out
4K
4K
4K
4K

1704K
8K

4K
12K
12K
8K
8K
128K
4K
4K
132K
2040K

r-x-- a.out

r---- a.out

rw--- a.out

rw- - - [ anon\]
r-x-- libc-2.19%so
r---- libc-2.19.%0
rw--- libc-2.19.
rw- - - [ anon ]
rw- - - [ anon ]
r---- [ anon ]
r-x-- [ anon ]
r-x-- 1d-2.19.so
r---- 1d-2.19.so
rw--- 1d-2.19.so0
rw- - - [ stack ]

baohua@bachua-VirtualBox:~$ cat

8048000-

08049000

-0804a000
-0804b0060
-b75e1000
-b778b000
-b778d000
-b778e000
-b7791000
-b77b2000
-b77b40060
-b77b6000
-b77d6000
-b77d7000
-b77d8000
-bfced®0O

r-xp
r--p
rw-p
rw-p
r-xp
r--p
rw-p
rw-p
rw-p
r--p
r-xp
r-xp
r--p
rw-p
rw-p

00000000
00000000
00001000
00000000
00000000
001aab00
001acb00
00000000
00000000
00000000
00000000
00000000
00017000
00020000
00000000

/proc/3474/maps
08:
08:
08:
00:
08:
08:
08:
00:
00:
00:
00:
08:
08:
08:
00:

01
01
01
00
01
01
01
00
00
00
00
01
01
01
00

baohua@baochua-VirtualBox:~$

08048000-08049000 r-xp 00000000 08:01 265913

4
4
4
0
0
4
0
4
0
0
0
4
4
0

kB
kB
kB
kB
kB

265913
265913
265913
0
560893
560893
560893
0
0
0
0
575684
575684
375684
0

/home/baohua/a.out
/home/baohua/a.out
/home/baohua/a.out

/1ib/1386
/1ib/1386
/11b/1386

[vvar]
[vdso]
/1ib/1386
/1ib/1386
/1ib/1386
[stack]

cat /proc/3474/smaps

-linux-gnu/libc-2.19.5s0
-linux-gnu/libc-2.19.5s0
-linux-gnu/libc-2.19.50

-linux-gnu/1d-2.19.s0
-linux-gnu/1d-2.19.s0
-linux-gnu/1d-2.19.s0

| more

/home/baohua/a.out

/home/baohua/a.out
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—————p vm_end: first address outside virtual memory area

———» vm_start: first address within virtual memory area

bt et
vm_area_struct stack
~~——> VM_READ | VM_WRITE (anonymous)
| | VvM_GROWS DOWN
vim_nex T oo »
struct file l vm_area_struct
/1ib/ld.so «—vm file VM_READ | VM_EXEC — Memory
vm ‘/nex £ a mapping
struct file \ vm_area_struct
/1ib/1ibc.so —vm file VM_READ | VM_EXEC
vm ‘ne XT T o
L vm_area_struct Heap
VM_READ l VM_WRITE (anonymous)
VT‘_‘HGXT s ST 5]
L vm_area_struct BSS
VM_READ | VM_WRITE (anonymous)
vim next i
7 vm_area_struct Data
le—vm file VM_READ | VM_WRITE b(fiklz-)
acke
struct file s o
/bin/gonzo e vm_area_struct Text
k—vm file VM_READ | VM_EXEC (file-
4 backed)
mmap
1
task_struct -
(/bin/gonzo) =t BEE




VSS vs. RSS

1. Program calls brk() to grow its heap 2. brk() enlarges heap VMA.

New pages are not mapped onto physical memory.

free Free

~ anonymous J, - anonymous
free / free
1 A ) Heap l o —
p < —_— e
L - free

free
Size: BKB, Size: 16KB,
Rss: B8KB Rss: 8KB
3. Program tries to access new memory. 4. Kernel assigns page frame to process,
Processor page faults, creates PTE, resumes execution. Program is

unaware anything happened.

free free
anonymous F -anonymous
anonymous “anonymous
L | —
Size: 16KB, Size: 16KB,

Rss: BKB Rss: 12KB
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smem — pProcess memaory

baohua@baohua-VirtualBox:~$%$ smem

PID
3474
3352
2750
2743
2755
2733
2838
2839
2787
3049
2836
2752
2746
2830
2758
2887
3054
3287
2892
2960

User

baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua
baohua

Command

./a.out

/bin/cat
/usr/bin/VBoxClient --seaml
/usr/bin/VBoxClient --displ
/usr/bin/VBoxClient --draga
/usr/bin/VBoxClient --clipb
upstart-dbus-bridge --daemo
upstart-dbus-bridge --daemo
upstart-event-bridge
/sbin/initctl emit indicato
upstart-file-bridge --daemo
/usr/bin/VBoxClient --seaml
/usr/bin/VBoxClient --displ
gpg-agent --daemon --sh
/usr/bin/VBoxClient --draga
/bin/dbus-daemon --config-f
/usr/1ib/i386-1linux-gnu/ind
/usr/lib/gvfs/gvfsd-metadat
/usr/lib/at-spi2-core/at-sp
/usr/lib/ibus/ibus-engine-s
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USS

68
112

84

84

92
120
208
228
264
232
268
244
248
528
332
404
524
544
540
556

PSS

76
143
217
219
219
236
271
295
315
327
346
467
474
543
563
581
602
618
640
691

RSS
1028
1896
1164
1172
1140
1160
1696
1784
2928
2988
1772
3296
3384
1704
3572
3320
5484
5580
5844
6364



smem — pieflbar

command by pss

unused

Figure 1

Il swap
Bl uss
100000 B pss
N rss
80000
ydate-manager --no-update --no-focus-on-map ‘
60000

ﬁg@ﬂj@ﬂ x=-0.2004) 40000

baohua@baohua-VirtualBox:~$ smem --pie=c

20000

200+ w@

baohua@baohua-VirtualBox:~%$ smem --bar=command
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main(
*pl, *p2;
(1)
{
pl=malloc(4096%*3) ;
pl[e] = ©;
pl[le24] = 1;
pl[l1Oe24*2] = 2;
p2=malloc(l1024) ; ;r—A Y » 71
ok A A7t 1) 25K
free(p2); ?AIKJ\- El
sleep(1);
}

baohua@baohua-VirtualBox:~$ smem -P a.out

PID User Command PSS RSS
3836 baohua ./a.out 125 1172
3837 baohua  /usr/bin/python /us 4803 6912

baohua@baohua-VirtualBox:~$ sm

PID User Command PSS RSS
3836 baohua ./a.out 137 1184
3838 baohua /us n/python /usr/bin/sm 0 4801 6840

baohua@baohua-\@ftualBox:~$ smem -P a.out

PID User Command Swap PSS RSS
3836 ua ./a.out 0 149 1196
3 aohua  /usr/bin/python /usr/bin/sm 0 4811 6904

baohua@baohua-VirtualBox:~$ smem -P a.out

PID User Command Swap PSS RSS
3836 baohua ./a.out 0 161 1208
3840 baohua  /usr/bin/python /usr/bin/sm 0 4803 6912
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==3978== Memcheck, a memory error detector

==3978== Copyright (C) 2002-2013, and GNU GPL'd, by Julian Seward et al.
==3978== Using Valgrind-3.10.0.SVN and LibVEX; rerun with -h for copyright info
==3978== Command: ./a.out

==3978==

~C==3978==

==3978== HEAP SUMMARY:

==3978== in use at exit: 73,728 bytes in 6 blocks

==3978== total heap usage: 12 allocs, 6 frees, 79,872 bytes allocated
==3978==

==3978== 61,440 bytes in 5 blocks are definitely lost in loss record 2 of 2
==3978==""at O0x402A17C: malloc (in /usr/lib/vatgrind/ugpreload_memcheck=x86-linux.so)
==3978== by 0x8048491: main (leak-examgkg;giﬁl_

==3978==

==3978== LEAK SUMMARY:

==3978== definitely lost: 61,440 bytes in 5 blocks

==3978== indirectly lost: 0 bytes in 0 blocks

==3978== possibly lost: 0 bytes in 0 blocks

==3978== still reachable: 12,288 bytes in 1 blocks

==3978== suppressed: 0 bytes in 0 blocks

==3978== Reachable blocks (thqse to whi;h a ppiqtgr was_foupd)_are not §hown.
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oce -o -fsanitize=address ./leak-example.c




1% *I //\_,I IJ\ %
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